Company: Credit Benchmark

Credit Benchmark is a privately owned financial data analytics
company. They aggregate and anonymize credit risk estimates from
market participants and offers insights into rated and unrated
sovereigns and financials globally. They also operate a security
platform, a secure hosting platform and a data transmission hosting
platform for financial services contributors.

Why the Need?

Credit Benchmark had a requirement to centralise all their system logs, ensuring a holistic bird's-eye-
view into their infrastructure. They also had a need to conduct forensics investigations on their
environment, if necessary.

Credit Benchmark has multiple firewalls, switches, servers and endpoints spanned across. h\, %

multiple sites. The main challenges were:
e Compliance and best practice obligations (HIPAA, SOX, PIl, COBIT 5, FISMA, PCI) .
* Real-time analysis of security alerts by applications and network hardware
* Lack of log management and retention

.. Aim of Service

-?:“; To deliver a fully managed 24/7 Security Information and Event Management

== - (SIEM) solution, providing a centralised view of all their logs from a single
B dashboard,

Service Provided

SIEM as a Service (SaaS) includes:
e 24/7 proactive management
e Rapid and intelligent searching
* Advanced Correlation and pattern recognition

e | arge data set analysis via visual analytics
e Machine analytics
* Network Forensics with application ID and full

* Independent host forensics and file integrity packet capture
monitoring * Workflow enabled automatic response
* Network behaviour anomaly detection e Continuous Monitoring and Incident Response
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Working with Zuri:

"Zuri were professional in their approach from the start,

understanding our service requirements straight away. .
They clearly had a good understanding of SIEM and how it /‘N /
matched up with our requirements. They provided a cost- -~

effective solution, coupled with a first class support. |

Due to regulations, we were required to have appropriate
processes and policies in place to safeguard client
information. Zuri were key to helping us put in the

appropriate infrastructure to centralise our system logs. Zuri's
OPEX SIEM solution also meant we could access this service
without the large price tag! Their values resonated with us
and their transparency, openness and personal approach
resonated throughout the service provision.

Five advantages of working with us?

1.Cost effective

2.Agile solution provided
3.Professional
4.Exceeded service levels
5.Scalable solution
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